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Abstract

There are numerous phishing websites and
password hackers on the internet that are
highly driven to steal sensitive data. It is
difficult to recognize phishing websites and
determine when a password is being stolen on
the user’s end. Given this fact, this research
describes some of the aspects of phishing URLs
and mobile authentication that a normal
person can use and recognize.

Introduction

*Phishing URLs and original URLs look similar
to each other, but there are some minor
details that make them differ.

*By using different methods, we have
extracted some major points that prove
phishing URLs can be different compared to
the original.

*The methods mentioned have 97% accuracy,
and most of them have used databases -
offline database or Google crawl database
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Methodology

*To extract the difference between the URLs,
we have used different paper and all the
papers have different methods

*First method: Utilizing mobile eye tracking
to analyze user authentication and eye
movement while browsing on the mobile
web to see where the core of security issues
are arising.

*Second method: Using Google crawl
database since every URL obtains a given
specific ranking number that determines if
the URL is legit or if it is a phishing URL. The
lower the ranking the higher the possibility
that that URL is a phishing URL.

*Third method: Getting the short URL from
social media

*Fourth method: Forming an offline database
of a particular organization and comparing
the URLS. This method uses Identity
Extractor and Page Classifier.

Figure 1:

Phishing Detector

Identity Extractor
IldEnﬁtY set

Page Classifier
Component

Feature-wvector

Generator il

lF&aturﬂ—vﬂ-::tﬂr

SvVM Classifier

-
phishing label {1 or -1)

Mentor: Xinyao Ma

Results

©O
O

3 9
I

Balanced Accuracy (%)

- Simple-Dot(SD)
=== Corner-Gif(CG)

——— lllusion-Image(ll) |

3 5 7 10
Auth. Duration (sec)

Figure 2: Above
Method 1: In this method, eye tracking

technology — EyeVeri - is used for mobile
devices that can track where users are
looking on websites, and it can be used as a
replacement for touch screen passwords.
Regarding social media, short URLs are being
used to target users. PhishTank, which is a
verification system, can track this early on to
prevent further phishing.

Method 2 and 3:

Different types of URLs:

1.0bfuscating the Host with an IP address
2.0bfuscating the Host with another Domain
name

3.0bfuscating with large host name
4.Domain unknown or misspelled

Abnormal Server Handler: The server pathis
either left empty or it is replaced by “about:
blank”. And even the server path to different
domain is suspicious because it rare that data
goes to different domain.

Abnormal cookie: Cookies of the phishing
sites usually be in the domain, which is
inconsistent of the claimed identity
Abnormal Certificate in SSL: In. many
phishing attacks, the Distinguished
Names(DN) in their certificates are
inconsistent with the claimed identities.

Conclusion

In this paper, we looked at EyeVeri, an
authentication solution for mobile security
based on eye movement since mobile devices
are increasing in password hacks. We also
described short URLs in regard to social media
attacks and using Google crawl databases to
determine if a URL is a phishing

or original one.

Below is table that captures the research:
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